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Silence Is Not Necessarily 
Golden: Elements of an Effective 
Whistleblower Hotline

It is essential that companies consider imple-
menting, if they have not already done so, effective 
whistleblower hotlines. To the extent they have done 
so, they need to evaluate them on an ongoing basis 
to ensure that they are operating as intended and 
are effective in preventing and identifying unethical 
or potentially unlawful activity.

By William M. Libit, Walter L. Draney, 
and Todd E. Freier

It has been reported that approximately two-
thirds of  companies in the U.S. are affected by 
fraud, losing an estimated 1.2 percent of  revenue 
each year to such activity.1 Indirect costs associ-
ated with fraud, such as reputational damage and 
costs associated with investigation and remedia-
tion of the fraudulent acts, also may be substan-
tial. When and where implemented, an internal 
whistleblower hotline is a critical component 
of  a company’s anti-fraud program, as tips are 

consistently the most common method of detect-
ing fraud.2 Consequently, it is essential that com-
panies consider implementing, if  they have not 
already done so, effective whistleblower hotlines.3 
To the extent hotlines are currently in place, com-
panies need to evaluate them to ensure that the 
hotlines are operating as intended and are effec-
tive in preventing and identifying unethical or 
potentially unlawful activity, including corpo-
rate fraud, securities violations, and employment 
discrimination or harassment. This evaluation 
should be a key element of every company’s 
assessment of its compliance and ethics program.

Benchmarking hotline data to that of its peers 
and industry also should be part of a company’s 
compliance and ethics program evaluation and 
may provide valuable insight into the effective-
ness of a company’s whistleblower hotline. For 
example, a high volume of calls to a company’s 
hotline (as compared to peers and its industry) 
may indicate that the company is experiencing 
signifi cant compliance issues and potentially has 
an ineffective compliance and ethics program. 
Conversely, a high volume of hotline calls may 
suggest that the hotline is working as planned, 
that the company’s compliance and ethics 
employee training program is effective, that there 
is greater awareness of the hotline and increased 
trust in the company’s compliance department, 
and that the board of directors and management 
are setting the proper tone in reinforcing internal 
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reporting mechanisms, including the hotline, and 
ethical culture. On the other hand, silence or a 
low volume of calls (as compared to a company’s 
peers and its industry) may not necessarily imply 
that all is well at the company and unethical or 
unlawful conduct is not occurring but, to the con-
trary, may be indicative of an inadequate hotline 
and overall ineffective corporate compliance and 
ethics program.

It is more crucial than ever that companies 
have effective whistleblower hotlines as part of 
their corporate compliance programs so that 
employees (and other company stakeholders, 
such as vendors) are motivated to report sus-
pected unethical or unlawful conduct internally 
and not incentivized to fi rst turn to regulators. 
The Whistleblower Program established by the 
Securities and Exchange Commission (SEC) 
pursuant to the Dodd-Frank Wall Street Reform 
and Consumer Protection Act of  2010 (Dodd-
Frank), for example, like certain other federal 
government whistleblower programs, provides 
monetary incentives for individuals, including 
employees, to come forward and report possible 
violations of  the federal securities laws to the 
SEC (SEC Whistleblower Program).4 

Further, it is essential that companies imple-
ment an effective whistleblower hotline and 
incentivize employees to use such hotline, as the 
reporting of suspected wrongdoing internally fi rst 
may provide a company with the opportunity to 
address and remedy the conduct or activity before 
it becomes unlawful or the company is required 
to report it to regulators. There is often a fi ne line 
between unethical and unlawful conduct in the 
current regulatory environment and the reporting 
of suspected wrongdoing by an employee (or the 
company) to regulators may trigger a government 
investigation or shareholder suit (either of which 
may require lengthy, costly and resource-intensive 
actions by the company to defend).

To provide context as to the successes 
and potential monetary incentives of certain 

government whistleblower programs, this arti-
cle fi rst discusses the current state of the SEC 
Whistleblower Program. It then (1) examines why 
employees may choose to avoid internal whistle-
blower hotlines in favor of reporting to regulators, 
such as the SEC, and (2) identifi es certain practices 
that boards of directors and company manage-
ment may consider to help facilitate whistleblower 
reporting internally and help implement an effec-
tive whistleblower hotline and reporting program.

There is often a fi ne line 
between unethical and 
unlawful conduct in 
the current regulatory 
environment.

Current State of the SEC Whistleblower 
Program

Under the SEC Whistleblower Program, eligi-
ble whistleblowers can potentially recover a reward 
equal to 10 percent–30 percent of the amount 
of any monetary sanctions collected that exceed 
$1  million in actions brought by the SEC and 
related actions brought by other regulatory and law 
enforcement authorities. The SEC Whistleblower 
Program also prohibits retaliation by employ-
ers against employees who provide the SEC with 
information about possible securities violations, 
including accounting fraud, market manipulation, 
insider trading, misleading statements in public 
fi lings, and misrepresentations in the sale of secu-
rities. Notably, the SEC Whistleblower Program 
does not require that employee whistleblowers 
report violations internally in order to qualify 
for an award. SEC rules do, however, add certain 
incentives intended to encourage employees to use 
their company’s internal compliance and report-
ing programs when appropriate to do so.5

The SEC has received a high volume of hotline 
calls since the SEC Whistleblower Program became 
effective in 2011, with 3,238 calls received in fi scal 
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2013 (up from 3,001 in fi scal 2012). The most com-
mon complaint categories reported by whistle-
blowers in those calls involved fraud in corporate 
disclosures and fi nancials, offering fraud and stock 
price manipulation.6 The SEC also has exercised its 
authority under Dodd-Frank and brought a num-
ber of actions based upon those whistleblower tips. 

Companies should 
evaluate and determine 
the effectiveness of their 
internal compliance 
program.

In fi scal 2013, the SEC issued 118 enforcement 
judgments and orders, which generated award 
payments of nearly $15 million to whistleblow-
ers.7 More recently, in 2014, the SEC has awarded 
the following:

• in June, $875,000 to two individuals for “tips 
and assistance” relating to fraud in the securi-
ties market (which represented 30 percent of 
the nearly $3 million in sanctions the SEC 
collected in the enforcement action);

• in July, $400,000 to a whistleblower who 
reported fraud to the SEC after the employ-
ee’s company failed to address internally cer-
tain securities law violations;

• in August, $300,000 to a company employee 
who performed audit and compliance func-
tions and reported wrongdoing to the SEC 
after the company failed to take action when 
the employee reported it internally first; and

• in September, more than $30 million (the 
SEC’s largest whistleblower award to date) 
to an employee living in a foreign country 
who provided information about “an ongo-
ing fraud that would have been very difficult 
to detect” and which led to a successful SEC 
enforcement action.8

Based upon the volume and increasing number 
of whistleblower tips to the SEC and the sizeable 

awards granted under the SEC Whistleblower 
Program to certain of the individuals providing 
those tips, companies should evaluate and deter-
mine the effectiveness of their internal compli-
ance program, with a particular focus on their 
whistleblower hotline, to ensure that employees 
are encouraged and motivated to report sus-
pected unethical or unlawful conduct by way of 
the company’s hotline.

Reasons Why Employees May Choose 
to Avoid Internal Whistleblower Hotlines

Assessing the effectiveness of an internal 
whistleblower hotline (should such hotline exist) 
and addressing reasons why employees choose 
to avoid reporting tips by way of that hotline in 
favor of reporting to regulators should be an inte-
gral component of evaluating a company’s com-
pliance and ethics program. There are a number 
of reasons employees may avoid hotlines, such as 
the fear of retaliation (including dismissal, con-
structive discharge, and loss of career advance-
ment opportunities) or being labeled a “snitch” 
or “rat” and the fact that some company hot-
lines may only provide for the ability to actually 
blow the whistle and do not serve any additional 
function.9 

Further, employees may perceive that they do 
not have shared values with the company or that 
the “tone at the top” among the board of direc-
tors and management is not one that promotes 
or rewards ethical behavior. Moreover, employees 
simply may not be aware of the hotline, how it 
works, the procedures involved, the ramifi cations 
of calling and making a report, or the various 
hotline-related protections provided to them, 
including the confi dentiality of calls.

Considerations to Help Facilitate 
Whistleblower Reporting and Implement 
an Effective Program

To address reasons employees may be reluc-
tant to use an internal whistleblower hotline 
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and to help facilitate an effective whistleblower 
hotline and reporting program, boards of 
directors and management should consider the 
following.

Hotline as an Integral Part of Company’s 
Corporate Compliance and Ethics Program

A whistleblower hotline is often a key com-
ponent of an effective corporate compliance 
and ethics program. Research reveals that inter-
nal employee hotlines facilitate the detection of 
unethical or unlawful conduct, as tips are the 
most common detection method for suspected 
wrongdoing in companies with or without hot-
lines. In companies with an internal hotline, tips 
account for over half of all fraud detection versus 
only one-third of detections in companies with no 
internal hotline. Notably, the rate of discovering 
fraud “by accident” more than doubles when a 
company fails to offer a hotline.10 Therefore, com-
panies should review their internal compliance 
and reporting programs, including hotlines, as 
well as their internal investigation procedures, and 
consider initiatives (e.g., a training program that 
identifi es the areas that pose the most risks to the 
company) that actively promote those programs 
(emphasizing confi dentiality and non- retaliation), 
simplify reporting procedures and attempt to 
make related policies more accessible and easy to 
understand. 

A company’s hotline policy should be a clear, 
well-communicated written policy that allows 
for prompt identifi cation and redress of  sus-
pected unethical or unlawful acts and provides 
management with the necessary tools to resolve 
such acts internally.

Anonymity and Confidentiality

Employees should be able to make whistle-
blower tips anonymously or, at the very least, 
confi dentially, as research indicates that employ-
ees are more comfortable reporting suspected 
wrongdoing when such options are available. 

In 2013, 60 percent of  internal fraud tips were 
reported anonymously.11 Anonymous and con-
fi dential reporting mechanisms help foster a 
climate whereby company employees are more 
likely to report or seek guidance regarding 
potential or actual wrongdoing without fear of 
retaliation.

No Retaliation

Companies must emphasize when publicizing 
hotline reporting procedures that they will not 
and are prohibited by law from retaliating against 
employees who make whistleblower reports. The 
fear of retribution generally is strong among 
potential whistleblowers and such fear may 
adversely affect the effectiveness of the internal 
reporting process. Trust in a company’s whis-
tleblower processes, including making hotline 
reports without fear of retaliation, is essential to 
motivate employees to report suspected unethical 
or unlawful conduct internally. Further, in addi-
tion to the whistleblower anti-retaliation protec-
tions found in a number of federal statutes, most 
states also provide related protections that may 
apply.

Whistleblower Incentives

Companies should offer fi nancial as well as 
non-fi nancial reporting incentives, such as cash 
rewards or extra vacation days, for whistleblower 
reports that lead the company to identify sus-
pected unethical or unlawful activity. Although 
the percentage of companies offering rewards for 
internal whistleblowers is estimated to be approxi-
mately 10 percent, external incentives (such as the 
SEC Whistleblower Program’s fi nancial rewards) 
may motivate employees to fi rst report outside 
the organization.12 A company may minimize 
external incentives by offering its own reward/
compensation system to internal whistleblowers 
for tips that identify unethical conduct, fraud and 
waste and those that save the company resources, 
for example, through workplace safety and pro-
cess improvements.
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Positive “Tone at the Top”

SEC Chair Mary Jo White recently com-
mented that it is up to company directors, along 
with senior management under the purview of the 
board, to set the “all-important ‘tone at the top’ 
for the entire company.” Setting the standard in the 
boardroom that good corporate governance and 
rigorous compliance are essential helps establish a 
strong corporate culture throughout a company.13 
Creating a culture in which internal reporting is 
valued and where tipsters are protected is essen-
tial to preventing and detecting suspected unethi-
cal or unlawful conduct. A positive tone from the 
top of a company may ease the stigma of using 
a company hotline, making employees feel less 
intimidated when they decide whether to report 
to the internal hotline in the future. 

A board’s or management’s effective and expe-
ditious response to hotline calls will help facilitate 
communicating a proper message to employees 
so they do not lose faith in the board or man-
agement and feel as though their only option is 
to report suspected wrongdoing to regulators. 
Further, senior management should praise whis-
tleblowers who fi rst report suspected unethical or 
unlawful conduct internally (versus to regulators) 
to reinforce that such action is encouraged and 
supported.

Educate, Publicize, and Make Hotline Available

Companies should ensure that their com-
pliance and ethics program includes regularly 
educating employees on and publicizing the 
who-what-when-where-why-how of reporting 
suspected unethical or unlawful activity via the 
company’s whistleblower hotline. A portion of the 
compliance department’s budget should be dedi-
cated to educating (e.g., on what types of activities 
or observations are appropriate for reporting and 
those that are not) and promoting the company’s 
hotline. Certain compliance experts note that 
keeping a positive hotline message (for example, 
using words such as accountability, transparency, 

responsibility, and citizenship as opposed to 
fraud, corruption, embezzlement, bribery, and 
crime) may help alleviate psychological barriers 
that prevent or discourage tipsters from using the 
hotline.14 Further, companies should make hot-
lines available 24 hours a day and 365 days a year. 
Employees may feel more comfortable reporting 
suspected wrongdoing outside of normal work 
hours to preserve anonymity.

Multiple Uses for Hotline

Companies should expand the reasons an 
employee may contemplate calling the hotline, 
such as having the hotline also serve as a helpline, 
as this may alter the perception or negativity 
associated with hotlines and facilitate reducing 
the fear of calling and the associated stigma. For 
example, a company can encourage employees to 
use the hotline/helpline to receive interpretative 
guidance on provisions of the company’s code of 
ethics, make effi ciency and process improvement 
suggestions (which could potentially save the 
company resources through innovative employee 
ideas) or report quality control or workplace 
safety concerns. Further, board and management 
actions that help change the perception of using 
the company hotline may reduce the barriers an 
employee feels before reporting his or her fi rst tip 
and, after such tip, the employee may be more 
readily inclined to report future suspected wrong-
doing. Research reveals that employees who are 
repeat tipsters to the company’s internal hotline 
have a higher rate of legitimate claims than fi rst-
time reporters.15

Record and Analyze Statistics

Companies should use their hotlines as a tool 
for collecting and analyzing information on the 
company’s overall internal compliance, reporting 
and ethics program. Data a company receives in 
connection with its whistleblower hotline should 
be reviewed by management with board over-
sight to monitor, among other metrics, the rate 
of employee hotline use, the company’s record 
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of following up on tips, whether claims are sub-
stantiated and the departments that are most fre-
quently implicated in the reports.

Benchmark

Companies should benchmark their compli-
ance programs to internal (e.g., location, busi-
ness units, and departments) and external (e.g., 
peers and industry) data sources. Company data 
is often available by way of its internal or third-
party hotline database, while peer and industry 
hotline data may be purchased from third-party 
providers. Hotline data benchmarking provides 
companies with comparative information to 
determine reporting patterns that are higher than, 
lower than or in line with peers and their industry, 
which information may suggest mistrust or mis-
use of the whistleblower hotline or be indicative 
of more serious company-wide compliance and 
ethics issues.

Hotline Managed by Third-Party Provider

Whistleblower hotlines should be managed 
by independent third-party providers which, if  
so used by a company, should be well publicized 
to its employees. Employees tend to trust inde-
pendently managed more than internally main-
tained hotlines. Further, third-party providers 
generally have more experience in managing 
whistleblower calls and may provide company 
boards and management with insightful hotline 
data, reports, and analyses of  the effectiveness of 
the hotline.

Allow Multiple Methods for Submitting Tips

Employees should be allowed to submit 
whistleblower tips in multiple forms such as via 
U.S. mail, a designated website and a dedicated 
phone line. Depending on a number of factors 
(e.g., location, educational background, age, and 
level of employment), employees may differ on 
their preferred method of reporting compliance 
concerns.

Evaluate, Test, and Audit

Hotlines, whether managed internally or out-
sourced to a third party, should be evaluated, 
tested and audited to ensure that the manner in 
which hotline calls are received, recorded and 
managed is consistent, confi dential, accurate 
and timely, and that the hotline is operating as 
intended by the board and management.

Educate Other Stakeholders and Grant 
Access to Hotline

Companies should expand trainings and dis-
semination of educational materials relating to 
their compliance and ethics program to include 
not only employees, but also other company stake-
holders (such as vendors) and agents. Regularly 
educating other stakeholders and agents on the 
who-what-when-where-why-how of reporting sus-
pected wrongdoing by way of the company’s hotline 
may prove benefi cial to the company through an 
increased number of substantiated hotline reports.

An effective whistleblower 
hotline is a good corporate 
governance practice.

The quality of a company’s internal compliance 
and reporting programs and how effectively they 
are communicated to employees may signifi cantly 
impact whether a whistleblower fi rst reports inter-
nally or approaches a regulator, such as the SEC. 
An effective whistleblower hotline is a good corpo-
rate governance practice, is essential to a compa-
ny’s successful corporate compliance program and 
in turn, the company’s long-term success, and helps 
ensure that a silent hotline refl ects the effectiveness 
of a company’s compliance and ethics efforts and 
is not an indication of something more ominous.
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